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DOIJ Bulk Data Rule Decision Tree

Does the data contain
any sensitive personal
data about US persons?

Is the data any government-related data?

« Any precise geolocation data for any area of the Government-
Related Location Data List in § 202.1401(regardless of

Note 1: any combined data uses.
the threshold at the lowest level.

Note 2: the data threshold
volumes are over a 12 month
period and aggregate between
entities.

Is the data bulk US sensitive personal
data any of the following data types
at the following thresholds? see
Notes 182

Human ‘omic data (genomic) of

volume) ——No Yes————————> > 100US persons
+ Human ‘omic data (epigenomic,

* Any sensitive personal data that s linked or linkable to proteomic, transcriptomic) of
current or former employees or contractors of the US >1,000 US persons. No—s BulkRule does not
government (regardless of data amount) + Biometric identifiers of > 1,000 apply

US persons
+ Precise geolocation data of
>1,000US devices
+ Personal health data of > 10,000
US persons
+ Personal financial data of
>10,000 US persons
* Covered personal identifiers of
>100,000 US persons
Is the Recipient Entity located
Y outside the US, or controlled by a
foreign country?
Are the individuals with access to the Is the Recipient Enti
data:
« headquartered in or organized under the
« designated by Attorney General as a \aws of a Country of Concern?
Covered Person, regardless of location?

—— s T s
« aforeign person who is an employee = No, apply
or contractor of a Country of Concern or
employee of an Entity of Concern? + located in a Country of Concern?

« aforeign person who is primarily a « designated by the Attorney General as a
resident in the territorial jurisdiction of Covered Person, regardless of location?
aCountry of Concern?
Is the Transaction Exempt?
Subpart E, §202.501-511 lists the exempt transactions, including personal
communications, travel, financial services, etc.
Two likely to impact research DTUAS:
- Official Business of the Government of the US § 202.504
Bulk Rule does not Rule does not apply to data transactions to the extent that they are for the No
ooty ——Ves conduct of the official business of the United States Government by its
employees, grantees, or contractors. Data transactions conducted pursuant
to.a federal grant, contract, or other agreement are exempt from the Rule.
- Drug, Biological Product, and Medical Device Authorizations § 202510
Regulatory approval data that is required to be submitted to a regulatory
entity, or is required by a regulatory entity to be submitted to a covered
person, to obtain or maintain authorization or approval to research or market
adrug, biological product, device, or combination product
Is this a covered data transaction? Btk Rute does not
apply
A
Data Brokerage: Involves the sale or licensing of Vendor Agreement Employment Agreement Investment Agreement
access to data, or similar commercial transactions,
involving the transfer of data from any person (the
provider) to any other person (the recipient), where
the recipient did not collect or process the data
directly from the individuals linked or linkable to the
collected or processed data.
Yes Yes

Yes

|

Prohibited Transaction,

STOP @
Bulk Data Rule prohibits
transaction from taking
place.

Yes

Restricted Transaction.
Transaction may occur subject
to the security requirements (as
defined by § 202.248)

This chart is provided for informational purposes only and should not be substituted for institutional policies or advice of general counsel
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